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NHOOPMAILIMOHHA A ITAMATKA
JUA OBYYAIOIMXCA U1 PASMEINEHU A
HA OOUIMAJIBHBIX MHTEPHET-PECYPCAX

C KaXJbIM roJIOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbILE, & IIKOJBbHUKU OJHU U3 CaMbIX
aKTUBHBIX II0JIb30BaTenel Pynera. Mexy TeM, TIOMUMO OIPOMHOI'0O KOJIM4ECTBA BO3ZMOKHOCTEM,
UHTEpHET HeceT U MpoOeMbl. DTa MaMATKa J0JKHA TOMOUYb TeOe 0€301MacHO HaXOAUThCS B CETH.

Komnbrorepabie BUpPyChbl

KoMnbroTepHBIli BHpPYC - 3TO Pa3HOBUJHOCTH KOMIIBIOTEPHBIX IPOTpamMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIII€TCSI CIIOCOOHOCTh K pa3MHOXKEHMIO. B JomosHeHHe K 3ToMy,
BUPYCHI MOT'YT MTOBPEAUTD WM TIOJTHOCTBIO YHUUTOXXUTH BCe (DAIIbl U TaHHBIE, TOJAKOHTPOJILHBIC
H0JIb30BATENI0, OT UMEHH KOTOPOTro ObUIA 3alyllieHa 3apa)KeHHas IporpamMma, a TakKe MOBPEAUTh
WIM JJa)K€ YHUUYTOXKUTH OINEPAllMOHHYIO CUCTEMY €O BceMH (haiimamu B 1esoM. B OosbinHcTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MGTOZIBI 3alIUTBI OT BPCIOHOCHBIX ITPOTrpamMm:

1. icnonb3yii coBpeMeHHbIE ONIEPALIMOHHBIE CUCTEMbBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3aLIUTHI OT
BPEJOHOCHBIX IIPOIPaMM,;

2. IlocrosHHO ycTaHaBiMBail mnaytd (UMQpOBBIE 3alIaTKH, KOTOpPbIE aABTOMATHUYECKU
YCTaHaBJIMBAIOTCS C 1I€JIbI0 TOPAOOTKH MTPOrpaMMBbl) U Ipyrue 0OHOBIIEHUS CBOEH ONepallnOHHOM
cucrembl. CkaumBail UX TOJBKO ¢ odunmampHOro caiita paspadorunka OC. Ecnu cymectByet
PEKUM aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha CBOeM KOMITBIOTEPE TIOJ] IIPaBaMHu TOJIb30BATEINS, @ HE aJMHHHUCTpATOpa. JITO HE
TI0O3BOJIUT 6OJ'IBHII/IHCTBy BPCAOHOCHBIX MPOTrpaMM HHCTAJLUIMPOBATHCA HAa TBOCM IEPCOHAILBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTEIEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTCPY AJII IOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHENIHME HOCUTENM HH(pOpMaluu, Takue Kak ¢iemika, AUCK Win (ailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIbIOTEpHBIE (hAlIbI, MOJyUYEeHHbIE U3 HEHA/EKHBIX MCTOUHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HAKOMBIH. Jlydille yTouHH y HEro, OTIPaBJIsI JIU OH TeOe UX.

Cetn WI-FI

Wi-Fi - 510 He B epeaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHn, Mapka. Emie B 1991
rogy HujJepiaHjickas KommnaHusi 3apeructpupoBana Openny "WECA", urto o0603Hauyano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoauTcs kak "GecrpoBoHas TOYHOCTD .

Jlo Hamiero BpeMeHH Jomuia apyras abOpeBHaTypa, KOTOpast SIBISIETCS TaKOW e TEXHOJIOTHEH.
Orto abbpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHJApT BBICIICH
3BykoBoil TexHuku Hi-Fi, uto B nmepeBoie o3HauaeT "BbICOKast TOYHOCTH".

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTeNsX U a’poroprax SBISETCS OTIUYHOU
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIIepThI CYUTAIOT, YTO o0ienocTynabie Wi-Fi
CETHU He SABJISAIOTCS 0€30MaCHBIMU.

CoBetsl 10 Oe30macHOCTH paboThI B 001Ie0CTYIHBIX ceTsix Wi-fi:

1. He mepenaaii cBoro muuHyro nHpopmaimio yepes odmenoctymnubie Wi-Fi cetun. Pabortast B HuX,
JKCJIATCIIBHO HC BBOAUTD IAPOJIA JOCTYIIA, JIOTUHBI 1 KAKHUC-TO HOMCEPA,



2. Ucnonws3yii m OOHOBISAH aHTHUBUPYCHBIE NPOrpaMMbl W OpaHaMayep. TeM caMbIM Tbl
obe3omacuiib cedst OT 3aKaYKH BUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonwszoBanuu Wi-Fi orxmroun gyrkmuro "OOmmii goctyn K ¢aiinam u npuntepam’.
JanHas QyHKIHS 3aKpbhITa 10 YMOJITYAHHIO, OJTHAKO HEKOTOPHIC ITOJIb30BATEIIN aKTHBUPYIOT €€ IS
y100CTBa UCIIONIB30BaHMA B paboTe uiu yueoe;

4. He ucnons3y nyosmunbiii WI-FI 11 mepenaym JIMUHBIX JaHHBIX, HAllpUMEp JJIS BBIXO/A B
COIIMAIbHBIEC CETH WJIM B DJIEKTPOHHYIO MOUTY;

5. Ucnionb3yii Tonpko 3amuiieHHoe coeaunenue uepe3 HTTPS, a e HTTP, 1.e. npu nHabope BeO-
anpeca BBoau uMmeHHo "https://";

6. B mobunsaOM Tenedone orkimoun Gynkuuio "lloaxmouenne k Wi-Fi aBromatnuecku". He
JIOMYCKai aBTOMAaTH4eCcKOro MOAKIIIOYEHHs ycTpoiicTBa Kk ceTaM Wi-Fi 6e3 TBoero cormacwusi.

ConmnajbHble CeTH

ConuanbHble CETH aKTMBHO BXOJST B Hallly *U3Hb, MHOTHME JIIOAU pabOTalOT U KUBYT Tam
ocTossHHO, a B Facebook yxe 3apeructpupoBaH MUIUIHMAp] YEJIOBEK, YTO SIBJISIETCS OJIHOU
CeIbMOI BCEX JKMTENIEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJJeHa M UCIOJIb30BaHa KEM YT'OJIHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO OE30IIACHOCTU B COLIMAIBHBIX CETIX:

1. Orpannub cnucok Jpy3eil. Y TeOs B Ipy3bsiX HE JOKHO OBITh CIydyalHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3ammmail CBOIO YacTHYIO KM3Hb. He ykaswiBail mapoiu, TenedoHBI, ajapeca, AaTy TBOETro
POXJIEHUS U JPYTYH JUYHYIO HMHGOpMalM0. 3JI0yMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jaxe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amuinait CBOO peryTaIuio - JIepXkKH ee B YMCTOTE U 3a/1aBail cebe Bonpoc: XOTel Obl Thl, YTOObI
JIpyrue TOojb30BaTeNId BHUAETH, 4YTO Thl 3arpyxaems? Ilogymal, mpexiae dYeM 4To-TO
OIyOJIMKOBATh, HAMUCATbh U 3aTPY3UTh;

4. Ecii TBI TOBOpHULIb C JIFOJABMH, KOTOPBIX HE 3HACILIb, HE UCIOJb3YH CBOE pEAJIbHOE MMS U
JIPYTYIO JTUYHYI0 HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO yUeObl U MpOYEe;

5. MN30eraii pasmemenust ¢otorpaduit B MHTEepHeTe, rne Thl M300pa’keH HA MECTHOCTH, IO
KOTOPOM MO>KHO OIIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrtpanuu B COLMATBHONW CETH HEOOXOAMMO HCIIOJIB30BaTh CIIOKHBIE MapOJIH,
cocrosue u3 OyKB ¥ (P U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. 1ns conpanbHOM ceTH, MOYThl M JPYTUX CalTOB HEOOXOIMMO HCIIOJIb30BaTh pa3HbIE MapoJIu.
Torna ecnu Te6s1 B3JIOMAIOT, TO 3JI0YMBIIIIJIEHHUKH TOJIYy4YaT JOCTYI TOJIBKO K OJTHOMY MECTY, a He
BO BCE Cpasy.

JJIeKTPOHHBbIE 1eHbIH

SHCKTpOHHLIC JACHBI'U - 9TO OYCHb y,[[O6HLII>i CIIoco0 HHaTe)KefI, OIHAKO CYHICCTBYIOT MOIICHHUKH,
KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

SJ'IGKTpOHHI)Ie JCHbI'M IIOABUJIIMCh COBCEM HCAABHO H HWMCEHHO H3-3a 3TOT'O0O BO MHOI'HX
rocyaapCTBax A0 CHUX ITOP HEC NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHM (pyHKIMOHHPYIOT U O HMX YK€ MPOIMHCAHO B 3aKOHE, TJIe UX pa3leisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO TE, B
KOTOPBIX paspeliaercss MPOBOAUTH omepanuu 0e3 uIeHTUUKALUK [OJb30BaTeNsi, a B
HEaHOHMMHBIX MIEHTH(UKALNS T0JIH30BATEI SBISETCS 0053aTEIBHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHbIE (pUaTHBIE AEHBIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM)
U 3JICKTPOHHbIE He(UaTHBIEC ACHBIH (HE paBHBI TOCY/IAPCTBEHHBIM BAIIOTAM).



OcHOBHBIE COBETHI 110 6€30MaCHOM paboTe C IMEKTPOHHBIMU JCHbIAMHU:

1. IlpuBsku K cuery MOOWIBHBIN TenedoH. DTO camblii yAOOHBIM M OBICTPBI CHOCOO
BOCCTAaHOBUTH JIOCTYN K cueTy. l[IpuBs3aHHBIA TenedOH IOMOXKET, eciu 3a0yaenib CBOM
MJIATEKHBIN MMapOJIb WK 3aiiIelIh Ha CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonb3yit ogHopasoBkie mapomnu. [locie nmepexoa Ha YCUIICHHYIO aBTOPU3AIHIO Te0e YKe He
OyJeT yrpokaTh OMAaCHOCTb KPaXKU WM MepexBaTa IIaTeKHOTO apoJis;

3. Boeibepu cnoxsblli mapodib. IIpecTynmHukaMm OyneT HE MPOCTO yrajaarh CIOKHBIA MapoJib.
Hanexnsle maponu - 3TO mapoiid, KOTOPbIE COJAEpkKAT HE MEHee 8 3HAKOB M BKIIOYAIOT B ceOs
CTPOYHBIE U MPONUCHBIE OYKBBI, UG PHI U HECKOJIIBKO CUMBOJIOB, TAaKHE KaK 3HAK JoJuiapa, QyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE J10BEPSCILIb.
JJIeKTPOHHAS MMOYTA

ONEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUS W MPEAOCTaBISIEMbIE €10 YCIYTH IO IEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOILICHHUM, KOTOpBhIE paCHpeeNsioTcs B KOMIBIOTEPHOH CeTH.
OO6bIuHO JJIEKTPOHHBIN IIOYTOBBIN SIILUAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TIOJb30BaTeNA(@HUMs_TOMEHa. Takke Kpome TIepeJayd MpPOCTOro TEKCTa, HMMEeTcs
BO3MOYKHOCTb TIepeiaBaTh (panibl.

OCHOBHBIE COBETHI 110 0€30ITaCHOM paboTe C AIMEKTPOHHOM MTOYTOM:

1. Hago BBIOpaTh mpaBUIIBHBIA IOYTOBBIM cepBUC. B HHTEpHETE ecThb OrPOMHBIN BBIOOP
OECIUTaTHBIX TIOYTOBBIX CEPBUCOB, OJIHAKO JIYUIIIE JOBEPATHh TEM, KOTO 3HACIIb U KTO TMEPBBIA B
pEUTHHTE;

2. He ykaspiBali B JMYHOM MOYTe JHYHYIO HHpoOpManmioo. Hampumep, nydiie BbeIOpaTh
"My3bIKabHbIN _(paHaT@" win "pok2013" Bmecto "temal3";

3. Mcnonb3yii ABYXSTalHYK aBTOPU3ALMIO. DTO KOTJa MOMHUMO HapoJisi HY)KHO BBOJAUTH KO/,
npucbuIaeMblii mo SMS;

4. Beibepu cl0KHBIN Tapodib. JIJIsi KaXI0T0 MOYTOBOTO SIIMKA JOJIKEH OBITH CBOW HAaJIEKHBIMH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTtp BO3MOXHOCTh HamMCcaTb CAMOMY CBOM JIMYHBIM BOIIPOC, HCIOJB3YH OTYy
BO3MOYKHOCTB;

6. Mcnonp3yil HECKOJIBKO MOUYTOBBIX SIIMKOB. IIepBhIii /U1 YaCTHOM NEPENNCKU C aJpecaTaMi,
KOTOPBIM ThI JIOBEPSECIIb. DTO IEKTPOHHBIN aJipec HE Ha/J0 HUCII0JIb30BaTh MPU pEerucTpanuy Ha
dopymax u caiitax;

7. He oTkpbIBaii aiisibl ¥ ApyTUE BIOKEHUS B MMUCbMaX, Aa’Ke €CIIM OHU MPHUIILTN OT TBOUX ApY3€eil.
Jlydiie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (hailibl;

8. Ilocne oxoH4YaHMs pabOTHl HAa MOYTOBOM CEPBHUCE Mepes 3aKpPBhITHEM BKJIAJIKHU C CaAlTOM He
3a0ynb HaXaTh Ha "BeiiiTu".

Ku0epOy/JUIMHT MM BUPTYaJIbHOE H3/1eBATEJIBLCTBO

KI/I6Cp6YJ'IJ'II/IHF - HOpCCICAOBAHUC COO6IJ_ICHI/I$IMI/I, COZACpIKAIIUMU OCKOp6HCHI/I${, arpeccutro,
3allyTUBAHUE,; XYJIUTaHCTBO, COLMAIbBHOC 6OI>'IKOTI/IpOBaHI/IC C MOMOLIBIO PA3JIMYHBIX MHTCPHCT-
CCPBUCOB.

OcHoBHBIE COBETHI 110 60pHOE ¢ KNOEPOYTUHIOM:

1. He 6pocaiics B 60ii. JIyumuii crmoco0: TOCOBETOBATHCS KaK ce0st BECTH |, €CJIM HET TOTO, K KOMY
MOYKHO OOpaTHThCS, TO BHAYale yCIOKOUTHCS. ECIM Thl HauHEIb OTBEYATh OCKOPOJICHUAMHU Ha
OCKOPOJICHUS, TO TOJIBKO elle OOJIbINe Pa30XkKelb KOH(IUKT;

2. Yrpagisii cBoel KubeppenyTaimeii;



3. AHOHMMHOCTb B ceTd MHUMas. CylleCTBYIOT CIOCOOBI BBIAICHUTh, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJIMTAaHCKUI 00pa3 BUPTyaldbHOH XH3HH. MIHTEpHET (UKCUPYET BCE TBOU
JeMCTBUS M COXpaHAET UX. Y JalUTh UX OyIeT KpaiHe 3aTpyIHUTEIbHO;

5. Cobmto1ali CBOXO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyii enuHuuHblii HeraTwB. OJHOPA30BbIE OCKOPOWUTENBbHBIE COOOLICHHS JIydYlle
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJbHOU CTa UM,

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B COITUAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIIPABKU COOOILIEHUH C OMPEICIICHHBIX apEeCcoB;

8. Ecnu Th1 cBuzaerens kubOepOyimHra. TBou NEHCTBUS: BBICTYNUTH MPOTHUB Ipeciie0BaTes,
[I0Ka3aTh €MY, YTO €r0 JEHCTBUS OLEHUBAIOTCS HETaTUBHO, MOJAEPKATh KEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKask MOMOIIb, COOOUIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBECHUS B CETH.

MoOunbHbIi Tes1edoH

CoBpeMeHHbIe cMapT(HOHBI U TUIAHIIETH COAEpKaT B ceOe BIIONIHE B3pOCIHbIA (YHKIMOHAT, U
Tenepb OHM MOTYT KOHKYPHPOBaTb CO CTAallMOHAPHBIMM KoMIbloTepamu. OnHAaKo, CpelncTB
3allUThI AJ1s TOJOOHBIX YCTPOICTB [10Ka OYEHb Majo. TecCTUpOBaHUE U TIOUCK YSI3BUMOCTEN B HUX
IPOMCXOIUT HE TaK HHTEHCUBHO, Kak i I1K, To jxe camoe kacaeTcsi 1 MOOUIIBbHBIX MPUIIOKEHUH.

CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl yKe MPAKTUYECKH JTOTHAINM HACTOJBHbBIC aHAJIOTH, OJHAKO
pacurpeHue (yHKIIMOHAJIa BIIeUeT 3a cO00 OOJIbIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILIEHHOCTD.

Jlaneko He BcCe TMPOM3BOAUTENH BBIMTYCKAIOT OOHOBJIEHMS, 3aKpBIBAIOIINE KPUTHUUYECKUE
YSI3BUMOCTH JJIsI CBOUX YCTPOWCTB.

OCHOBHBIE COBETBI JJIA 0e30MacHOCTH MOOUIIEHOTO TeJ'Ie(i)OHaZ

Huuero He sBmsercs mo-HacTosAmeMy OeCIIaTHBIM. BYI[L OCTOPOIKCH, BCIb KOI'la Tebe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKUC-TO IIJIATHBIC YCIIYTH,

Hymaii, mpexxae 4em otnpaBuTh SMS, ¢oto mim Buaeo. Thl TOUHO 3HACIIB, T/I€ OHU OyIyT B
KOHEYHOM HUTOTre?

Heo6xoauMo 0OHOBISTE OMIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcnonb3yit aHTUBHPYCHBIE IPOTPaAMMBI JJ11 MOOUITBHBIX TeNe(OHOB;

He 3arpy>1<a171 MMPUIIOKCHUSA OT HCU3BECTHOI'O HCTOYHHUKA, BCIAb OHH MOI'YyT COACPIKATb
BPCAOHOCHOC NPOTrpaMMHOE O6CCHC‘ICHI/IC;

[Tocne TOro Kak ThI BBIACIIL C caiiTa, IJI€ BBOAWI JUYHYIO HH(POPMAIIUIO, 3211 B HACTPOUKHU
Opaysepa u ynanu cookies;

Ilepnonnuecku npoBepsiii, KAKMeE IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEpE;

JaBait cBoit HOMep MOOWIBHOTO TenedoHa TONBKO IIIOMSM, KOTOPHIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth momxeH OBITH BBIKIIOYEH, KOTJa Thl UM HE moib3yembcs. He 3a0bBail mHOTIA
MIPOBEPSITH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPAaCOUHBIE, 3aXBaThIBAIOIINE pPa3BiIeUeHUs, O0BEANHSIIONINE
COTHH THICAY YEJIOBEK MO BceMy MHpY. Irpoku HccienyoT TaHHBIH UM MUp, OOLIAIOTCS APYT C
JPYrOM, BBIMOJIHSAIOT 3a/1aHUSI, CPAYKAIOTCS C MOHCTPAMU U MOJy4arOT OMBIT. 3@ YI0BOJIBCTBUE OHU
IUIATSAT: TIOKYTAIOT AUCK, OTUIAYMBAIOT a0OHEMEHT WJIM IPUOOPETAIOT KaKUe-TO OMIIHH.



Bce a1u cpenctBa uayT Ha mojjep)KaHUE M pa3BUTHE UIPHI, a TaKKEe Ha caMy O€30MacHOCTb:
COBEPIIICHCTBYIOTCS CHCTEMbI aBTOPHU3allMH, BHIMYCKAIOTCS HOBBIE MaTud (IU(POBBIE 3aIlJIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Hurpax CTouT oIacaTbCsa HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJBKO Kpa>XHU TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3allUA 0OIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciiu npyroit urpok BefeT celsi II0X0 WM CO3/aeT Tebe HEeMPUITHOCTH, 3a0JOKUpPYHl ero B
CIIUCKE UTPOKOB;

2. HOX(&HYﬁCH AIMUHHUCTpaTOpaM HUIPBI Ha IIJIOXOC IOBCACHUE OJTOI'O HI'POKA, KEJIATCIBHO
IMPUIIOKUTH KAKHUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3piBaii Tn4uHyt0 HHPOpMALUIO B Tpodaiine urpsl;
4. YBaxail Apyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIIMaIbHbBIE TATYH U MOJIBI;

6. Mcnonp3yil clioskHbIE U pa3Hble apoJy;

7. Jlasxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. IIoka ThI urpaems, TBOM KOMIBIOTEP
MOTYT 3apa3UTh.

OUIIMHT UIH Kpaxa JUYHBIX JaHHBIX

OOBIYHON KpaXKei JIeHeT W JOKYMEHTOB CETOJIHS YK€ HHUKOTrO HE YAWBHIIb, HO C Pa3BUTHEM
UHTECPHET-TCXHOJOTHI 3JIOYMBIIUICHHUKH TEPEMECTHIIUCh B HMHTEPHET, M IPOJOJDKAIOT
3aHUMAaThECS "ITIOOUMBIM" TEJIOM.

Tak nosiBUIach HOBast YTpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, TIaBHAs LEJIb KOTOPOro
COCTOUT B TMOJyYSeHHH KOH(QUIACHIIMATBHBIX JTAaHHBIX IOJIb30BATENeH - JTIOTUHOB W mapoieii. Ha
aHriuiickoMm s3bike phishing unraercss kak ¢ummar (ot fishing - peiOHas nosins, password -
MapoJib).

OcHOBHBIE COBETHI 110 OOPHOE € QUITMHTIOM:

1. Cnenun 3a cBouM akkayHTOM. Eciin Tl moj03peBaelib, 4TO TBOSI aHKETa Oblia B3JIOMaHa, TO
HEo0X0IUMO 3a0JIOKHPOBATh €€ U COOOUIMTH aJAMMHHMCTpATOpaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. I/ICHOHBSYﬁ Oe30ImacHbIe Be6-caflTH, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITOUCKOBBIX CUCTCM;

3. Ucnonw3yit cioxHble W pa3Hble Tapoiu. Takum oOpazom, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Eciu 1ebs B3MOManu, TO HEOOXOAUMO TMPEAYNMPEeIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC
n00aBJICHBI Y T€OS B IPY3bSIX, O TOM, YTO T€Os B3JIIOMAIH U, BO3MOXKHO, OT TBOETO UMEHHU OyaeT
pacchuIaThCs CIlaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HazaexHbIi napois (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbIBaii paiiiibl ¥ APYTUE BIOKEHUS B MMChMAX, Aa’Ke €CIIM OHU MPUIILTH OT TBOUX APY3eil.
Jlydie yro4HU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TH (Daitiib.

Hudposas penyrauus

[udposast pemyramusi - 3TO HEraTHBHAas WM TO3UTHMBHAs HMHQpOpManus B ceTH O Tebe.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MHTEPHETE, MOKET CEphe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOEH peanbHON ku3HU. "LludpoBas pernyrauus" - 370 TBOW UMUK, KOTOPBIH
dbopmupyeTcst u3 HHGOpMaIUK O TeOe B MHTEPHETE.



TBoe MecTo KUTEIhCTBA, y4eObl, TBO€ (MHAHCOBOE TOJIOKCHHE, OCOOCHHOCTH XapakTepa W
paccka3bl 0 OJU3KHUX - BCE 9TO HAKATIINBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYONUKAlMH JUYHOW WH(POpMAIUU B
HuTepHeTe, He TOHMMAst BO3MOKHBIX ITOCIIEACTBUM. ThI 1aXke HE CMOKELIb JOralaTbCs O TOM, 4TO
dororpadus, pazMerienHas 5 et Ha3aj, cTajla MPUIUHON OTKa3a MPUHATH Te0s Ha PaboTYy.

KommeHnTapuu, pasmenienue TBoux Qgortorpaduil U qpyrue AeHCTBUS MOTYT HE UCUE3HYTh JaKe
MI0CJIE TOTO, KaK Thl UX yIaIUIIb. ThI HE 3HACHIb, KTO COXPaHUJ 3TY HH(OPMAIIHIO, TIONAJIA I OHA
B ITOMCKOBBIE CCTEMBI U COXpPAHWJIACh JIU OHA, a TJIABHOE: YTO MOJYyMAaIOT O TeOe OKpyXKarolue
JIFO/IM, KOTOPbIe HAWIAYT M YBUAAT 3T0. HaiiTn mH(pOpMAaLni0 MHOTO JIET CITyCTSI CMOXKET JIF000i -
KaK 13 100pbIX MOOYXICHUM, TaK U C HAMEPEHUEM IPUYMHUTH BPel. DTO MOKET ObITh KTO YTOJHO.

OcHOBHBIE COBETHI 110 3alUTe HU(PPOBOI pemyTaluu:

1. ITogymaii, pexae ueM 4To-TO IMyOJIMKOBATh U NE€PENaBaTh y ceOsi B 0yiore Win B COUUAIBHON
CeTH;

2. B Hactpolikax mpo¢wis yCTaHOBH OTPAaHMYECHHUS Ha IPOCMOTP TBOETO NPOQHIS M €ro
COJIEP’)KUMOT0, cJIeNai ero TOJbKO "1Ist Ipy3en';

3. He pa3memaii 1 He yka3biBall MHPOPMAIIMIO, KOTOPAsk MOXET KOTrO-JIMOO OCKOPOJISTH WU
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IKOIbHUKHY - aKTUBHBIE I10JIb30BaTeNU HUPPOBOTro npocTpaHcTBa. OJHAKO JJAIEKO
HE BCE 3HAIOT, 4YTO TIIOJb30BAHME MHOTHMH BO3MOXXHOCTSAMHU IU(PPOBOrO MHUpPA TpedyeT
COOJIIOJICHHS ITPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepmMun "MHTEMIEKTyajdbHas COOCTBEHHOCTb" OTHOCUTCSI K Ppa3IMYHbIM  TBOPEHUAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHMI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEPATYphl M HUCKYCCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KadeCTBE TapaHTUU TOrO, 4YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBeIMBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysIbTaTaXx CBOErO TPY/Aad, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOIUTD €r0 MPOU3BEIEHUE, PACIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpOAaBaTb, HWMIIOPTUPOBATH, IYCKATh B IPOKAT, MyOIMYHO
UCTIOJIHATD, IOKA3bIBATh/UCIIOIHATh B 3pUpe Ul pazmeniaTsh B IHTepHeTe.

Hcnonb3oBanue "MupaTckoro” mporpaMMHOIo 00ecredeHust MOXKET MIPUBECTH K MHOTHM PUCKaM:
OT MOTEPU JITaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKM TBOETO yCTPOWCTBA, I/IE€ YCTaHOBJIEHA
HelerajgbHas nporpamMMa. He cTout Taxoke 3a0bIBaTh, UTO CYIIECTBYIOT JieTalbHbIE U OeCIIJIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HANTH B CETH.

O nopraine

CeteBnuOK.p¢ - TBOH INIaBHBIA COBETYMK B CETH. 37I€Ch Thl MOXKeEIIb Y3HATh O 0€30IacHOCTU B
CeTH TMOHSATHBIM M JIOCTYIHBIM $I3BIKOM, a IpPH BO3HUKHOBEHHM KPUTHYECKOW CHUTYal[uu
00paTUThCS 32 COBETOM. A TaKke MPUHATH ydacTHe B KOHKYpCax M CTaTh CaMbIM IM(POBBIM
TrpakTaHUHOM!



